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LIGHT AT THE END OF THE NARROW TUNNEL
I. INTRODUCTION
When the Founding Fathers included the Copyright Clause in
the Constitution, they could not have anticipated the numerous
ways copyright infringement would continue to plague society
more than two centuries later.' According to the Copyright
Clause, copyright protection is implemented "[t]o promote the
Progress of Science and Useful Arts, by securing for limited times
to Authors and Inventors the exclusive Right to their respective
Writings and Discoveries."2 The Copyright Clause's primary
objective is to encourage production of original literary, musical
and artistic expression for the public good.'
Copyright's intention is to protect original works through any
tangible medium of expression that can be reproduced,
communicated or perceived directly or with through a device or
machine.' Despite the noble purposes behind the creation of
copyright protection, copyright infringement continues to pose
problems problem for the film and music industries.' For example,
in 1997, worldwide revenue for the music industry peaked at $45
billion; a little more than a decade later, revenue fell
approximately to $23 billion.6 Additionally, in five years, almost
1. See U.S. CONST. art I, § 8, cl. 8; see Goldstein v. California, 412 U.S.
546, 548 (1972), which held that to encourage people to devote themselves to
artistic and intellectual endeavors, Congress may guarantee authors and
inventors reward through a form of control over sale or commercial use of
copies of their work.
2. See U.S. CONsT. art I, § 8, cl. 8; see Goldstein, 412 U.S. at 555.
3. Fogerty v. Fantasy, Inc., 510 U.S. 517, 524 (1994).
4. 17 U.S.C. § 102 (West 2013). "In no case does copyright protection for
an original work of authorship extend to any idea, procedure, process, system,
method of operation, concept, principle, or discovery, regardless of the form in
which it is described, explained, illustrated, or embodied in such work." Id.
5. See Joseph D. Schleimer, Protecting Copyrights at the "Backbone" Level
of the Internet, 15 UCLA Ent. L. Rev. 139, 140 (2008). Infringement is
increasing because as download speeds get faster, it is becoming easier for
consumers to access copyright protected material. Id.
6. Id. The music industry earns its revenue through the sale of its products.
With consumers having the ability to access music without paying for it, the
425
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half of the music industry's employees were laid off.' With
increased download speeds, consumers develop creative and
diverse ways to infringe on copyrighted material, leading to
tremendous negative implications for film and music industries.
As download speeds increase and consumers persist to find
creative and diverse ways to infringe on copyrighted material, the
loss of revenue and lack of employment will continue to have
tremendous negative implications for the film and music
industries.'
With enactment of the Copyright Act of 1976, the power to
regulate copyright fell solely within the federal government's
purview."o Federal copyright law protects artists and recording
companies." As methods used to infringe a copyright diversify, it
becomes increasingly difficult to protect copyrighted material. A
copyright entitles the copyright holder to control the usage of the
industry is not receiving financial reimbursement for all the musical
compilations. When consumers access music for free, they do not pay for that
access. Because they do not pay for that access, the music industry does not
receive its fair share of revenue. See id
7. Id. As the music industry's profits and revenues fell, many music
companies were not able to afford as many employees as they could before. See
id
8. See id. As the statistics show, the entertainment industries have suffered
because it is their work product that is protected through the copyright that is
being infringed on. It is analogous to an engineer's creation or development to
be used without the engineer getting due credit for the usage. The entertainment
industries continue to suffer negative implications caused by copyright
infringement because they are not able to be as financially successful as they
could before because they are unable to receive their due profits, which are
generated through their hard work. See id.
9. See id.
10. Id. With the federal government being the singular regulatory for
copyright, the rights and remedies available under federal law preempt any
rights and remedies available under state copyright law for any sound recordings
that are created after February 15, 1972. See id.
11. Id. Despite federal law preempting state law, state governments
preserve some power to regulate copyright infringement. Even though
copyright regulation falls within the federal government's jurisdiction, states
can enact regulatory measures such as "unauthorized duplication" statutes and
"truth in labeling" statutes because the statutes' purposes are to protect the
public rather than the artists and recording companies. Id.
426
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copyrighted work.12 If an entity other than the copyright holder or
a party authorized by the copyright holder takes any of the
specified actions, the actions constitute as copyright
infringement.13
A circuit split exists regarding whether joinder should be
allowed for lawsuits based on copyright infringement conducted
through BitTorrent Protocol technology.14 Generally, courts that
reject the use of joinder do so because the defendants' actions do
not fulfill the prima facie requirements for joinder. Whereas,
courts that allow the use of joinder base the decision on varying
factors such as the existence of a logical relationship or
satisfaction of the joinder requirements. The courts that reject the
use of joinder interpret the requirements narrowly, whereas the
courts that accept the use of joinder interpret the transaction-
occurrence requirement broadly.
However, even the courts that allow the use of joinder caution
that joinder may not always be appropriate in every case involving
copyright infringement through BitTorrent Protocol technology;
joinder should be used in similar cases only in the very beginning
of the lawsuit when the plaintiffs are attempting to identify the
defendants through the Internet Protocol ("iP") addresses. Based
on the cautionary note given by most judges who allow joinder, it
is probable that if a plaintiff were to try to join defendants after the
12. See 17 U.S.C. § 106 (West 2013). The statue states that,
"The owner of copyright under this title has the exclusive rights to do and
authorize any of the following: (1) to reproduce works in copies or
phonorecords; (2) to prepare derivative works based upon the copyrighted work;
(3) to distribute copies or phonorecords of the copyrighted work to the public by
sale or other transfer of ownership, or by rental, lease or lending; (4) in the case
of literary, musical, dramatic, and choreographic works, pantomimes, and
motion pictures and other audiovisual works, to perform the copyrighted work
publicly; (5) in the case of literary, musical, dramatic, and choreographic works,
pantomimes, and pictorial, graphic, or sculptural works, including the individual
images of a motion picture or other audiovisual work, to display the copyrighted
work publicly; and (6) in the case of sound recordings, to perform the
copyrighted work publicly by means of a digital audio transmission." Id.
13. See id
14. Patrick Collins, Inc. v. Doe, 282 F.R.D. 161, 167 (E.D. Mich. 2012).
BitTorrent Protocol Technology is a type of peer-to-peer file sharing technology
that allows users to download files uploaded by others. Id.
427
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discovery stage is over and the defendants were identified, even
the judges favoring joinder may not be amicable to accept it
through a lawsuit's lifetime.
This comment addresses the circuit split on the interpretation of
the permissive joinder rule. Part II examines possible
countermeasures to copyright infringement, the structural
functioning of BitTorrent Protocol Technology, and the
functioning and purpose of permissive joinder. Part III examines
the circuit split on the appropriateness of permissive joinder,
analyzes both sides' reasoning and proposes a solution to resolve
the circuit split. Part IV discusses the advantages of the narrow
interpretation of the joinder rules because of the purpose of the
joinder rules and the ethical considerations, while proposing an
alternative remedy. Therefore, courts should interpret the joinder
requirements narrowly and reject the application of permissive
joinder for lawsuits based on copyright infringement through
BitTorrent Protocol Technology.
II. BACKGROUND
The background section examines the proposed countermeasures
to copyright infringement such as backbone technology, along
with the structural process of BitTorrent Protocol Technology, the
functioning and purpose of permissive joinder, and the circuit split
over the two interpretations of the permissive joinder rule.
A. Copyright Infringement as a Continuing Problem
1. Current Countermeasures to Copyright Infringement
Due to serious economic repercussions, the entertainment
industry and courts have attempted to implement several measures
to prevent copyright infringement." Proposals to create
sophisticated detection systems such as backbone technology and
various monitoring systems are examples of such
countermeasures. 1
15. Schleimer, supra note 5, at 140.
16. Id.
428
4
DePaul Journal of Art, Technology & Intellectual Property Law, Vol. 24, Iss. 2 [2016], Art. 7
https://via.library.depaul.edu/jatip/vol24/iss2/7
2014] LIGHTAT THE END OF THE NARROW TUNNEL
i. Backbone Technology
Backbone technology functions as a surveillance and filtering
mechanism, which regulates the Internet stream to detect, monitor
and prevent copyright infringements through interconnection
points." Since each data piece has a distinctive digital signature,
only identical infringements are blocked because the system's
sniffers only recognize pieces with identical digital signatures to
copyrighted material and block those pieces." Because the
blocking is based on digital signatures, similar material would not
be automatically blocked."
Those who oppose backbone technology argue that it is an
unconstitutional violation of the First and Fourth Amendments
because backbone technology can constitute a prior restraint of
speech and can amount to unreasonable search and seizure due to
the information gathered by the surveillance system.2" Prior
restraint of speech is governmental action prohibiting speech or
other types of expression before the actual occurrence of the act.2'
A backbone technology system could constitute prior restraint of
speech because the system would allow the government to prevent
copyright infringement before the actual act occurs. Even though
17. Id. at 148.
18. Id.
19. Id.
20. Id. at 162-65; see also U.S. CONST. amend. I, IV. Per the First
Amendment, "Congress shall make no law respecting an establishment of
religion, or prohibiting the free exercise thereof; or abridging the freedom of
speech, or of the press; or the right of the people peaceably to assemble, and to
petition the Government for a redress of grievances. U.S. CONST. amend. I. The
Fourth Amendment states that "[t]he right of the people to be secure in their
persons, houses, papers, and effects, against unreasonable searches and seizures,
shall not be violated, and no Warrants shall issue, but upon probable cause,
supported by Oath or affirmation, and particularly describing the place to be
searched, and the persons or things to be seized." U.S. CONST. amend. IV.
21. Prior Restraint, CORNELL UNIVERSITY LAW SCHOOL: LEGAL
INFORMATION INSTITUTE, http://www.law.comell.edu/wex/prior restraint (last
visited Sept. 30, 2013). Governmental action that qualifies as prior restraint is
not allowed unless the prohibited publication is obscene, defamatory or is
clearly dangerous. Id.
429
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copyright infringement violates federal law and can negatively
impact hundreds of individuals, it does not fall within the prior
restraint's exception if the infringement is not defamatory, obscene
or clearly dangerous.22 Despite backbone technology fulfilling the
criteria for prior restraint of speech, the unconstitutionality
argument is invalid because the Copyright Clause is an exception
to the prior restraint of speech.23 Furthermore, while freedom of
speech is a constitutional right, it is not an unlimited right.24
ii. Other Countermeasures
In addition to backbone measures, copyright holders have tried
several countermeasures to protect their work. For example, some
copyright holders use automated Web crawlers that survey and
record the IP addresses of those computers that participate on peer-
to-peer file sharing networks. 25  Another example is requiring
schools to take initiative by developing programs that monitor the
exchange of copyrighted files. 26 An additional countermeasure is
22. See id Prior restraint of freedom of speech has an exception. If the
governmental action is prohibiting a type of expression that is defamatory,
obscene or clearly dangerous, the governmental action does not constitute prior
restraint, thereby not violating the First Amendment. Id.
23. Ariel L. Bendor, Prior Restraint, Incommensurability, and the
Constitutionalisnrof Means, 58 Fordham L. Rev. 289, 324 (1999). Prior
restraint does not apply to these types of entitlements because they are treated as
property, and are governed by property rules. Id.
24. Schleimer, supra note 5, at 146-7.
25. Sonia K. Katyal, Privacy v. Piracy, 7 YALE J. L. & TECH. 222, 291
(2005).
26. Id. Some schools even audit and actively monitor the files exchanged
by the students. Because of several threats of lawsuits, colleges and schools
have implemented strict rules to prevent copyright infringement. For example,
not only have educational institutions banned the use of file sharing software,
some have even threatened to prosecute and expel students if they shared their
files. In terms of preventive measures, some universities do not allow
individuals to send MP3 files, regardless of the files' content. The implemented
programs are harsh because the Recording Industry Association of America,
RIAA, has threatened universities with contributory infringement suits if they
did not take immediate action to reveal the culprit's identities, terminate the
student's internet connections and discourage copyright infringement through
threats of criminal prosecution. Id.
430
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digital rights management that functions as piracy surveillance by
requiring the consumer to affirmatively confirm his or her identity
to the company before they can use the copyrighted product.2 7
While digital rights management verifies the consumers' identity,
it also limits the actions the user can take. For example, the files'
formats prevent actions such as copying or prevent the file from
being played on certain devices.28 Furthermore, content-
scrambling system algorithms are added to ensure that DVDs are
played in only specific geographical areas, allowing the copyright
owners to have some degree of control over where their
copyrighted work is viewed.29
2. Cyclic Structure and Process of BitTorrent
BitTorrent Technology is a distribution protocol system that
uses a Uniform Resource Locator ("URL") to identify content.3 0
The system is designed to integrate with the Web by allowing the
file source to support numerous downloads with only a relatively
small increase in the load because the downloaders upload to each
other." Because of the downloaders' ability to upload to each
other, BitTorrent Technology is a peer-to-peer file sharing
27. Sonia K. Katyal, The New Surveillance, 54 CASE W. RES. L. REv. 297,
351 (2003). Because digital rights management needs the consumer to
affirmatively identify themselves to the company before using a copyrighted
product, digital rights management as a system cannot function without some
level of encroachment on a user's privacy. See id.
28. Id. Digital rights management also includes encrypted media files,
watermarks that identify users, counters that track each playback or viewing of
the file and copy-codes that control file duplication. All of these measures
allow a copyright holder to track whether a file is digitally uploaded and shared
with others. Some digital rights management strategies are designed to set and
automatically enforce limits on user behavior. There are also other technologies
that report back the activities of individual users, which has been used in the
past for marketing purposes, but can be used to disable access to a work after
detection of unauthorized use, ensuring that if a user is not complying with the
terms and conditions of a license, their use can be disabled. See id.
29. Id. at 351.
30. Patrick Collins, Inc. v. Doe, 282 F.R.D. 161, 163-64 (E.D. Mich. 2012).
3 1. Id
431
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process.3 2  BitTorrent Technology is more efficient than other
peer-to-peer file sharing processes because it does not require
downloaders to download all the pieces of a file before being able
to upload a downloaded piece to others.3 3 When a downloader
uses BitTorrent Technology to download a file in numerous
pieces, the downloader is able to share those pieces with others
almost immediately unless the process is specifically restricted.3 4
An example of other file sharing technologies are the earlier
versions of Napster.15
For downloaders to access a file through BitTorrent Technology,
an original seeder must create the Torrent File and make the
original file's pieces available on the internet.36 The original
seeder divides a complete file and creates the Torrent file by
including data about the file and tracker." The original file's
pieces are identified through the hashes encoded by the original
seeder.3 8 Because the hashes are randomly generated for each file
when the Torrent file is created, it is impossible for two hashes to
be identical to each other, making them unique identifiers for
coded files.39 All the relevant information is uploaded onto a site
32. Third Degree Films v. Doe, No. 11-CV-15200, 2012 WL 2522151, at *4
(E.D. Mich. May 29, 2012).
33. Id.; see Frequently Asked Questions. BITTORRENT,
http://www.bittorrent.com/help/faq/concepts (last visited Sept. 30, 2013).
34. Id.
35. Katyal, supra note 28, at 325.
36. Patrick Collins, 282 F.R.D. at 164. Before a downloader is able to
access a file using BitTorrent Technology, the downloader must first download
the specific program and search for a unique torrent file. The search will then
direct the original program, also known as the "Client" program, to the file's
location and identity through a tracker. The Client program then downloads
various pieces of the file from others' computers and stores the content in a
logical sequence on the original downloader's computer. Before the Client
program can locate the file's various pieces, the original seeder must create the
Torrent file. Id. at 163-64.
37. Id.
38. Id.
39. Id. Because hashes are a long string of letters and numbers, each piece's
hash is a unique identifying feature. Because each piece's hash is unique, the
Client program can arrange the various downloaded pieces in a logical
sequence. Hashes are also used to compare a copy of the piece with the original
to ensure data integrity. When each piece's hashes are created, an associated
432
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that hosts torrent files.40 The information available on the torrent
site is used by the downloaders' trackers to find a swarm of peers
that have already downloaded pieces of the digital file described
by the torrent file.41 Once a downloader downloads a piece of the
file, the downloader almost immediately becomes a source for that
41piece. Once a downloader has downloaded all the pieces of a
file, BitTorrent Technology arranges the pieces in a logical
sequence, allowing the downloader to access the copyrighted
material.4 3
3. Permissive Joinder
Joinder allows unrelated persons to be joined in one action as
defendants under special circumstances." The Joinder Rule, Rule
20, was drafted by an Advisory Committee that was appointed by
the Supreme Court. 45  The Advisory Committee imposed more
stringent standards after a great deal of debate to reduce any
unnecessary hardship such as legal expenses on improperly joined
defendants.46 Under Rule 20 of Federal Rules of Civil Procedure,
file is also created, which includes information about the original file, the
various pieces and the files' digital footprints. See id.
40. Id at 164.
41. Id. A downloader can download a piece from any peer that has already
downloaded that specific piece. When a downloader copies a piece from
another peer, the BitTorrent software identifies the piece's authenticity and
integrity by checking the digital footprint. If the piece's authenticity is verified,
the downloader then becomes a source almost immediately. See id.
42. Patrick Collins, 282 F.R.D. at 164.
43. Id.
44. See FED R. Civ. P. 20(a)(2).
45. David 0. Taylor, Patent Misjoinder, 88 N.Y.U. L. REv. 652, 663 (2013).
46. Id at 664. The original draft of Rule 20 only required the defendants to
be joined in a single lawsuit share a common question of law or fact; however,
one of the Advisory Committee members emphasized the far reaching
consequences of such a low standard. The debate over the requirements for
joinder emphasizes the different motivations behind members of the Advisory
Committee. For example, by setting forth clearer standards, the Advisory
Committee was trying to ensure that disputes regarding the appropriateness of
joinder in situations did not arise. See id.
433
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joinder is only allowed if either requirement is met.47 The first
requirement is any right to relief is asserted against the defendants
jointly or severally or is based out of the same transaction or
occurrence, or a series of transactions or occurrences. 48 The other
instance where joinder is allowed is if any question of law or fact
common to all defendants will arise in the action.49 If either of the
criteria is met, unrelated defendants can be joined under one
lawsuit. The purpose of this rule is to promote trial convenience
and to help the judicial system resolve disputes faster, by
preventing multiple lawsuits based on the same issue."
If the plaintiff attempts to use joinder on the basis of the same
"transaction-occurrence" test, the courts employ a case-by-case
approach based on a flexible standard." This flexible standard is
necessary for courts to promote judicial economy by allowing all
reasonably related claims for relief against different individuals to
be tried in a single proceeding.52 If the joined defendants have
actions dependent on each other, the joinder requirements are
automatically satisfied." Furthermore, courts have held a logical
relationship between the causes of action is sufficient to satisfy the
same "transaction-occurrence" requirement even if the defendants'
causes of actions are entirely distinctive and separate.54 Courts
have held a logical relationship to be present if the evidence
substantially overlaps regarding the facts giving rise to the cause
of action against each individual defendant." For the evidence to
substantially overlap, the facts giving rise to the cause of action
47. Id.
48. Id. at 20(a)(2)(A).
49. Id. at 20(a)(2)(B).
50. There has been a broad consensus by numerous courts that the purpose
of permissive joinder is to promote trial convenience and conserve judicial
resources by preventing multiple suits on the same event or issue. See Mosley
v. Gen. Motors Corp., 497 F.2d 1330, 1332 (8th Cir. Mo. 1974); see also Fair
Hous. Dev. Fund Corp. v. Burke, 55 F.R.D. 414, 422 (E.D. NY, 1972); see also
Horton Co. v. Int'l Tel. & Tel. Corp., 85 FRD 369, 371 (W.D. Pa., 1980).
51. In re EMC Corp., 677 F.3d 1351, 1358 (Fed. Cir. 2012).
52. Id.
53. Id.
54. See id
55. Id.
434
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against each individual defendant must be based on the same
group of operative facts."6 In general, the joinder rule is construed
as broadly as possible to be fair to all the concerned parties.
III. CIRCUIT SPLIT - BROAD VERSUS NARROW INTERPRETATION
There has been a great deal of debate behind the implications of
Rule 20's requirements. One scholar has argued that in order to
determine whether the cause of action against each defendant
arises out of the same transaction or occurrence, several factors
must be taken into account." Another scholar argued that the two
requirements of Rule 20 should be discarded completely due to the
56. Id. An actual link between the facts underlying each claim of
infringement must exist. Independently developed products that use differently
sourced parts and are not part of the same transaction do not satisfy the
requirement of a logical relationship even if the products are identical. Id. at
1359.
57. Id. The assertion that courts such as the United States Court of Appeals
for the Federal District to construe the joinder rule liberally and broadly is clear
from the language used in the opinion where the Court clearly states:
"[b]ut the language of Rule 20 makes clear that joinder is not limited to such
situations. Defendants may be joined if ""any right to relief is asserted against
them jointly, severally, or in the alternative ". . . The cases make equally clear
that the fact that the defendants are independent actors does not preclude joinder
as long as their actions are part of the ""same transaction, occurrence, or series
of transactions or occurrences.'
Id. at 1356. Based on these words, the Court and the wording of Rule 20 do not
place too many restrictions on plaintiffs' ability to use permissive joinder.
58. Taylor, supra note 52, at 663. In order for a plaintiff to meet Rule 20's
requirements for permissive joinder, the defendants' causes of action must arise
from the same transaction or occurrence, or must be based on the same group of
operative facts.
59. Id. at 665. Examples of these factors are: (1) the facts of each individual
case; (2) whether joinder in this particular case would promote the rationale
behind joinder, which is to conserve judicial time and resources; (3) if joinder
was allowed, would the case be decided on its merits and the law rather than a
technicality or a loophole; based on these factors, the scholar concluded that
often times, if a joinder is not allowed in a case, it may not be because the
individual causes of action against each defendant do not arise out of the same
transaction or occurrence but rather because joinder in this case would not
conserve judicial time and expenses and may cause more complications than
would be present by trying the cases against each individual defendant. Id.
435
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discrepancy between the rule's wording and the rule's purpose.60
As the scholars' arguments indicate, there is still a great deal of
controversy surrounding the principle of permissive joinder and its
implications.
A. Narrow Interpretation of the Joinder Requirements
Just as there has been a great deal of controversy in the creation
and implications of the joinder rule, a great deal of controversy has
also surrounded the rule's interpretation. Courts that reject the use
of joinder in lawsuits based on copyright infringement through
BitTorrent Technology interpret the joinder criteria narrowly and
use several justifications for the rejection. Section I examines the
rejection of joinder of the basis of the absence of the same
"transaction-occurrence" requirement. Section 2 examines the
rejection of joinder based on precedent.
1. Lack of Transaction
Some courts that reject permissive joinder focus on the same
"transaction-occurrence" requirement under Rule 20.6' According
to the court in DigiProtect USA Corp. v. Doe, plaintiffs cannot join
hundreds of individuals in a single case on the mere allegation that
they infringed the same copyright by illegally downloading the
same copyrighted material.62 The absence of actual evidence
60. Id. The scholar argues that rather than focusing on the rule's wording,
courts should focus on the policies underlying the creation of Rule 20. Id.
61. FED R. Civ. P. 20(a)(2).; see also DigiProtect USA Corp. v. Doe, No. 10
Civ. 8760 (PAC), 2011 U.S. Dist. LEXIS 10946, at *9 (S.D.N.Y. Sept. 26,
2011).
62. DigiProtect USA Corp. v. Doe, No. 10 Civ. 8760 (PAC), 2011 U.S.
Dist. LEXIS 10946, at *9 (S.D.N.Y. Sept. 26, 2011). Due to the potentially
enormous swarming capacity of peer-to-peer file sharing networks in general,
and BitTorrent specifically, the Court found that the plaintiffs needed to provide
actual evidence that the defendants participated in the same swarm. Id. In order
for a plaintiff to join defendants solely on the basis that all the defendants
downloaded the same copyrighted material, plaintiffs must be able to base their
allegations on specific factual evidence that connect the defendants to the same
specific swarming transaction or a series of specific swarming transactions. Id.
436
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showing that the defendants participated in the same swarm
contravened the inference that the defendants actually engaged in
the same transaction or occurrence. Without this evidence, the
only commonality between each defendants' actions is that the
defendants violated the same law in the exact same way.' The
court found that the small commonality by itself inadequate to
support joinder."
Several courts have followed the same trend of rejecting the use
of permissive joinder because violating the law using the same
method is not enough to constitute the same transaction or
occurrence. The court in Digital Sins, Inc. v. Doe rejected joinder
by discarding the proposition that participation in the same swarm
constitutes the same transaction or occurrence.6 6 The Court further
emphasizes that if joinder was allowed in situations such as this,
the main purpose behind joinder, which is trial convenience and
conservation of judicial resources, would be defeated." They
reasoned that wholesale litigation of defendants is not appropriate
when the only method used to identify them is IP addresses
because the IP addresses do not identify the individual who
accessed the copyrighted material.68 Without identification of the
individual who accessed the copyrighted material, a case-by-case
approach is needed to avoid a guilty verdict for the innocent and
vice versa.69 The court provides additional support for its holding
based on the reasoning that the only party's expense joinder
decreases is the plaintiff's."o The purpose behind joinder is to
conserve judicial resources, not the plaintiffs resources." The
63. Id.
64. Id.
65. Id.
66. Digital Sins, Inc. v. Doe, No. 11 Civ. 8170 (CM), 2012 U.S. Dist.
LEXIS 69286, at *3 (S.D.N.Y. May 15, 2012).
67. Id.
68. Id. Any individual living with the defendant such as a family member
or a roommate could have been the one to access the copyrighted material. See
id.
69. See id
70. Id.
7 1. Id.
437
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only party benefited by litigating varied claims in one action is the
plaintiff, which is not enough to justify the use of joinder.7 2
2. Disallowing Joinder on the Basis ofPrecedent
The court in Hard Drive Prods. v. Does 1-188 rejected the use
of joinder based on prior peer-to-peer sharing technology case
law." Before the advent of BitTorrent Protocol, consumers used
other peer-to-peer technologies to illegally download copyrighted
material.7 4 Case law involving prior forms of file sharing
technology consistently held that mere usage of the technology did
not constitute the same transaction or occurrence and the
defendants' actions were not based on the same group of operative
facts.75 Using this precedent, the court in Hard Drive rejected the
plaintiffs allegations that the defendants cooperated with each
other when they reproduced part of the copyrighted material.
The court rejected the plaintiffs cooperation argument on the basis
that all the defendants joined in the lawsuit did not participate in
the same transaction or occurrence and their actions were not
based on the same group of operative facts."
B. Broad Interpretation of the Joinder Requirements
While numerous courts have rejected the use of joinder in
copyright infringement cases involving BitTorrent Technology,
some courts have allowed the use of joinder in similar situations.
The courts allowing joinder have held that the requirements of
Rule 20 were met. Section 1 examines the acceptance of joinder on
the basis that the defendants' actions share issues of law and fact.
72. Digital Sins, 2012 U.S. Dist. LEXIS 69286, at *3.
73. Hard Drive Prods. v. Does 1-188, 809 F. Supp. 2d 1150, 1163 (N.D. Cal.
Aug. 23, 2011).
74. Id. at 1159.
75. Id.
76. Id. at 1163. The plaintiff based its cooperation argument on that there
was an implicit understanding that each downloader would be willing to upload
the parts it had already downloaded to others. Id. This was done in anticipation
of others who participated in the same swarm. Id.
77. Id.
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Section 2 examines the acceptance of joinder based on the
fulfillment of the same "transaction-occurrence" requirement.
Section 3 examines the acceptance of joinder on the basis of
fulfillment of "the same group of operative facts" requirement.
1. Issues ofLaw and Fact
In Maverick Entertainment Group, Inc. v. Doe, the court held
the plaintiff had sufficiently established the same legal claim
against each defendant and allowed joinder on the basis that
separate lawsuits can be consolidated if the cases involve similar,
almost identical issues of law and fact because it is
administratively efficient to consolidate the multiple lawsuits."
The court rules that Rule 20's same "transaction-occurrence"
requirement was fulfilled when the defendants used BitTorrent to
distribute the plaintiffs movie.79 The court reasoned that any seed
peer that downloaded the file automatically became a source for
any subsequent peer, as long as the first seed peer was online when
the subsequent peer was downloading the file." The court found
that due to the cyclic structure, each defendant was a possible
source for the plaintiffs movie, leading to the implication that
each defendant could be responsible for the movie distribution.'
As a result of this connection between the various seed peers, the
court held the plaintiffs claims against the numerous defendants to
be sufficiently related and allowed joinder.82
The court distinguished the plaintiffs complaint from the
complaints in the cases where joinder was rejected on the basis
that in the other complaints, the plaintiff solely alleged that the
defendants used the same peer-to-peer sharing networks to infringe
copyrighted works, which was insufficient for joinder." In
Maverick, the court emphasized that the plaintiff provided detailed
78. Maverick Entm't Group, Inc. v. Doe, 810 F. Supp. 2d 1, 10 (D.D.C.,
May 12, 2011).
79. Id. at 12.
80. Id.
81. See id
82. Id. at 14-15.
83. Id. at 15-16.
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allegations about how BitTorrent differs from other peer-to-peer
file sharing networks in terms of how the files are downloaded.8 4
The complained detailed how with traditional file sharing
technology, all the files are downloaded from an individual user,
whereas with BitTorrent, each piece of the file may be downloaded
from a different user.15 The court further explained that lawsuits
are expensive and time consuming for copyright owners to protect
their copyrighted property." With the increasing ways individuals
can infringe copyrighted work, copyright holders have limited
alternatives to receive redress for the infringement." Considering
the current methods of identification available, it is easier and
administratively efficient to join defendants in one lawsuit when
the purpose is to determine their identity."
2. Fulfillment of the Same "Transaction-Occurrence"
Requirement
The court in TCYK, LLC v. Doe allowed joinder on the basis of
fulfillment of the same "transaction-occurrence" requirement."
The court held that the use of BitTorrent Protocol is a cooperative
effort where each member within a swarm participates with the
knowledge that they would download copyrighted material and
that they would contribute to the copying and distribution of the
copyrighted material.90 Because there was only one digital file
84. Maverick Entm't Group, Inc. v. Doe, 810 F. Supp. 2d 1, 13 (D.D.C.,
May 12, 2011).
85. Id.
86. Id. at 15.
87. Id.
88. Id.
89. TCYK, LLC v. Doe, No. 13 C 3845, 2013 U.S. Dist. LEXIS 95817, at *
10 (N.D. Ill., July 10, 2013).
90. Id. By determining that the swarm participants were acting in
cooperation with each other, which satisfied the same "transaction-occurrence"
requirement of Rule 20, the court resolved concerns that several courts that
rejected joinder in this basis had. Id. A lot of courts were concerned that even
though the defendants may have been part of the same swarm, due to the
longevity of the swarm, there was a strong possibility that earlier swarm
participants were not part of the cyclic transfer of the file when the latter
participants were. Id. However, by making the latter swarm participants'
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distributed amongst the members, subsequent file transfers cannot
be completely independent from prior transfer.9 1 The court further
reasoned that not only do all the file transfers involve the same
file, the latter transfers were only possible because of the earlier
transfers.9 2 Due to the cyclic transfer process that connects various
swarm participants, the court found that it is irrelevant if some of
the defendants joined in the lawsuit left the swarm before some of
the other defendants.93 Without earlier peers who uploaded the file
to other participants, the latter peers would not have been able to
access the file.94
3. Defendants'Actions Share the Same Operative Facts
The court in Malibu Media, LLC v. Doe allowed joinder on the
basis that the defendants' actions shared the same operative facts,
thereby satisfying the logical relations test.95  Because all the
defendants downloaded a piece with the same hash identifier, the
sharing and downloading activity involved a series of individuals
connected either directly or indirectly through a chain of
transfers." The chain of transfers functioned to share the same
copyrighted file, satisfying the series of transactions-occurrences
requirement set forth by Rule 20. The court emphasized that all
the defendants' actions had the same core facts; it was not just the
usage of BitTorrent to transfer the copyrighted material, but also
that the defendants used BitTorrent to download the same file
created by the same initial seeder." Because the facts were
applicable to all the defendants joined in the lawsuit, the court held
actions dependent on the earlier swarm participants, the court in TCYK created a
connection between all members of a swarm. Id.
91. Id. at *7.
92. Id. at *10.
93. See id
94. Id.
95. Malibu Media, LLC v. Doe, No. 12 C 08903, 2013 U.S. Dist. LEXIS
71857, at *37 (N.D.I.L., May 17, 2013).
96. Id.
97. Id. The initial seeder's purpose in creating the torrent file was to use
others' computers to download pieces of the same work and to allow his or her
own computer to be used in uploading pieces of the same work. Id.
441
17
Mehta: Light at the End of the Narrow Tunnel
Published by Via Sapientiae, 2016
DEPA UL J. ART, TECH. & IP LA W [Vol. XXIV:425
that the shared operative facts created a logical relationship
between the defendants and allowed joinder."
IV. ANALYSIS
Courts should adopt a more narrow interpretation of the
permissive joinder criteria in BitTorrent cases, thereby requiring a
stronger link between the defendants than just mere participation
in the same swarm or violating the law. Part A discusses the
advantages and disadvantages of allowing joinder. Part B
examines the ethical considerations of allowing permissive joinder
in situations where the only commonality between the joined
defendants is usage of the same technology to violate the same
law. Part C discusses how the narrow interpretation aligns with
the purpose of permissive joinder. Part D addresses alternative
remedies for copyright infringement other than permissive joinder.
A. Advantages ofAllowing Joinder versus
Advantages ofDisallowing Joinder
There are advantages and disadvantages to allowing joinder in
cases based on copyright infringement conducted through
BitTorrent Protocol technology.
The advantages for disallowing joinder are steeped in fairness
and ethical considerations. One of the biggest concerns that courts
who have rejected joinder have is that there is no way to determine
whether the defendants joined in the lawsuit participated in the
swarm at the same time.99 These courts reasoned that the
connection formed between the defendants through mere
participation in the swarm is too tenuous to fulfill either of the
Rule 20 requirements, which are the same "transaction-
occurrence" or that the defendants' actions must share a common
set of operative facts.'o Furthermore, another concern is the
method used to identify the defendants only identifies the IP
address that was used to infringe on the copyright, not the
9 8. Id.
99. Digital Sins, 2012 U.S. Dist. LEXIS 69286, at *3.
100. Id.
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individual's identity."' Because of the tenuous connection
between the defendants and the uncertainty that the named
defendants actually committed the copyright infringement, it is
unfair to litigate all the defendants under one lawsuit without
giving the defendants a chance to defend themselves. Because the
named defendants may not have actually been the individuals who
committed the copyright infringement, separate litigation is in their
favor to allow them a chance to prove that they were not the ones
who infringed on the plaintiff s copyrights.
On the other hand, an advantage of allowing joinder is that while
there may be some innocent defendants in the numerous
defendants joined in a lawsuit, there is a possibility that many of
them will be guilty of the alleged crime.'02 Requiring the plaintiff
to litigate against each defendant individually is costly and time-
consuming. Joinder is a remedy that allows the plaintiff to hold all
those responsible under one lawsuit, rather than having to litigate
the same issue repeatedly. Furthermore, joinder also conserves
judicial resources because the courts can decide multiple instances
of the same issue at once, rather than repeatedly trying each case
the same way. Another advantage in allowing permissive joinder
is that defendants have the opportunity to view the defenses the
other defendants have raised, strengthening their case.'O3
B. Ethical Considerations
Several ethical considerations must be taken into account when
examining the issue of permissive joinder. Because defendants in
copyright infringement cases are identified solely by the [P
addresses of the computer used in the infringement, the method
does not identify the person who actually accessed the copyrighted
material.' For example, a parent may be identified as a defendant
in the case when his or her child, or the child's friend, accessed the
copyrighted material or an individual may be named as a
defendant when his or her roommate accessed the copyrighted
101. Id. at *6.
102. Malibu Media, 2013 U.S. Dist. LEXIS 71857, at *48.
103. See id
104. Digital Sins, 2012 U.S. Dist. LEXIS 69286, at *3.
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material.'s Without proper and accurate identification of the
person responsible for the copyright infringement, it seems
inherently unfair to join all the defendants in one lawsuit. If the
defendants are allowed to conduct their own lawsuit, the
defendants have the opportunity to raise individualized defenses
that may increase chances of acquittal.
An additional factor that must be considered when examining
the ethics of allowing permissive joinder is that copyright
infringement is considered a criminal offense. The standard of
proof for criminal cases requires the plaintiff to "prove beyond a
reasonable doubt" that the defendant is guilty."o' If the plaintiff is
allowed to join hundreds of defendants in one lawsuit, it is
unlikely that the court would be able to adhere to the strict
standard of proof for each individual defendant. If permissive
joinder is allowed and the plaintiffs are not able to meet the high
standard of proof for every single defendant, one of the greatest
aspects of the American criminal justice system is violated.' 7 The
high burden of proof is implemented to ensure that only those who
are proven guilty beyond a reasonable doubt are convicted of the
alleged crime. As criminal law theorists have emphasized, a
convicted defendant is not only required to face imprisonment, but
he or she also face the social implications in terms of damage to
reputation and place in society.'o Because of the devastating and
far-reaching consequences of a conviction, it is extremely
important for defendants to have the chance to raise defenses
specific to them.
C. Proposed Approach: Narrow Interpretation of the
Permissive Joinder Rule
A narrow interpretation of the permissive joinder rule requires
the courts to allow joinder only when the plaintiffs have
adequately fulfilled the requirements of Rule 20. For permissive
105. Id.
106. In re Winship, 397 U.S. 358, 362 (1970).
107. Id.
108. See C.M.A. McCauliff, Burdens ofProof Degrees ofBelief Quanta of
Evidence, or Constitutional Guarantees, 35 VAND. L. REv. 1293, 1319 (1982).
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joinder to be a viable legal action, the defendants actions must be
based on common law or fact or the defendants' actions must be
part of the same transaction or occurrence. As several courts have
repeatedly emphasized, participation in the same swarm does not
satisfy the "same transaction-occurrence" requirement.'" The
purpose of joinder, which is to promote judicial efficiency and
conservation of resources, is defeated without the guarantee that
individuals named as defendants in one lawsuit are joined
appropriately."0 Since the narrow interpretation of the joinder
requirements aligns with the requirements' objective which is to
promote trial convenience and conservation of judicial resources;
it is the only interpretation that courts should use.
Several problems have been identified with allowing permissive
joinder on the mere allegation that the defendants' actions are
based on the same group of operative facts or the actions constitute
the same transaction or occurrence just because the defendants
downloaded the same copyrighted material."' Even though the
file's uploaders and downloaders may be connected by the same
initial seed file, the connection is too tenuous to fulfill either of the
criteria required for joinder."2 Due to the longevity of the length
of a swarm's lifetime, the initial participants may not overlap with
the later participants."' Without evidence supporting overlap of
participation in the swarm, there is no connection between the
defendants to join them in one claim." 4 In order for joinder to be
appropriate, the defendants must have distributed a piece of the
work to the same person or at the same moment in time."'
109. DigiProtect USA Corp., 2011 U.S. Dist. LEXIS 10946, at *9; Digital
Sins, 2012 U.S. Dist. LEXIS 69286, at *3; Hard Drive Prods., 809 F. Supp. 2d
at 1163 (N.D. Cal. Aug. 23, 2011).
110. Fogerty v. Fantasy Inc., 510 U.S. 517, 524 (1994).
111. See Dragon Quest Prods., LLC v. Does, No. 13-487 (NLH/AMD),
2013 U.S. Dist. LEXIS 83683, at *12 (June 14, 2013).
112. Id. The connection is too tenuous because a swarm can last for several
months. See id
113. Id.
114. See id. The file's pieces might come from different sources within the
swarm, and due to the enormous size of the swarm, it is entirely possible that
individual users may never use the same sources. Id.
115. Id.
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However, the functioning of BitTorrent does not allow the
plaintiffs to determine which peer shared which piece of the file to
other individual peers.1 16 If a remedy does become available to
identify said connection, then joinder may be permissible in those
situations."'
BitTorrent differs from prior peer-to-peer file sharing
technologies because the earlier technologies required the
downloaders to download the copyright protected file from one
individual."' However, BitTorrent Protocol does not require all
the downloaders to download the file from the original seeder, a
downloader can download a piece of the file from hundreds of
potential swarm participants." 9 Because it is difficult to identify
the connections between the swarm participants due to the almost
unfeasible task of tracking the source from whom a downloader
downloaded a file, joinder is not inappropriate.'20 The court in
Dragon Quest Prods., LLC v. Does emphasized that allowing
joinder for situations such as this could potentially create an
unlimited number of defendants, defeating the main purpose
behind the allowance of joinder, which is trial convenience and
conservation of judicial resources.'2 ' Allowing lawsuits that can
potentially have unlimited number of defendants is not convenient
and does not conserve judicial resources because of the vast
number of parties involved.'22
Additionally, allowing permissive joinder over multiple
unrelated defendants can affect the court's jurisdiction. Because
the defendants that accessed the copyrighted material are located
throughout the country, and there may even be instances of
116. See id.
117. See Dragon Quest Prods., LLC v. Does, No. 13-487 (NLH/AMD),
2013 U.S. Dist. LEXIS 83683, at *12 (June 14, 2013).
118. Id.
119. Id. The original seeder does not necessarily have to be the entity
facilitating the transfer of the file to each downloader. Id.
120. Id. The mere fact that the defendants clicked on a command to
participate in the BitTorrent Protocol does not mean that they had uploaded the
file that was being downloaded by an unknown number of individuals
throughout the world. Id.
121. Id. at *26.
122. See id.
446
22
DePaul Journal of Art, Technology & Intellectual Property Law, Vol. 24, Iss. 2 [2016], Art. 7
https://via.library.depaul.edu/jatip/vol24/iss2/7
2014] LIGHTAT THE END OF THE NARROW TUNNEL
international infringement, the court may not have personal
jurisdiction over every defendant.123 The IP address is not
sufficient to guarantee the court personal jurisdiction over the
defendant.124  Even if joinder were allowed, past the expedited
discovery stage, many defendants could be potentially dismissed
for lack of jurisdiction.125 With the dismissed defendants, not only
did the courts waste its time including those defendants in the
lawsuit and determining the applicable facts for the defendants, the
defendants spent substantial resources for defense.126 By allowing
defendants to be joined in a lawsuit to only find later on in the
proceedings that the court lacked personal jurisdiction over the
defendant, it is a waste of the court's time and resources, which
contravenes the purpose of permissive joinder.
D. An Alternative Remedy to Permissive Joinder
for Copyright Infringement
Although permissive joinder is not appropriate for lawsuits
based on BitTorrent copyright infringement, copyright holders do
suffer tremendous damage through copyright infringement.
Furthermore, while there may be some innocent defendants that
the plaintiff is trying to join through permissive joinder, guilty
defendants are joined as well. Currently, a method does not exist
that identifies the identity of the copyright infringer, rather than the
IP address of the computer used. Until a method that identifies the
copyright infringer is developed, copyright regulation should be
enforced by the private sector.
Private regulation of copyrights is an appealing alternative that
can resolve several issues regarding copyright infringement.'2 7
First, the Internet is owned by private, semi-private and multi-
national companies that cooperate with each other to create
123. Patience Ren, Note, The Fate of BitTorrent John Does: A Civil
Procedure Analysis of Copyright Litigation, 64 HASTINGS L.J. 1343, 1368
(2013).
124. See id.
125. See id
126. Id.
127. Schleimer, supra note 5, at 142.
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efficient and cutting-edge systems. 128  Since part of the private
sector is already involved in owning and operating the Internet, it
is reasonable and logical to allow the private sector to regulate the
copyright infringement conducted on the Internet.129  Second,
because the type of technology needed to regulate copyright
infringement on the Internet is advanced, major technology
companies must be involved as they possess the requisite
knowledge to create a protective system.130 Finally, because the
private sector has already established international cooperative
initiatives to protect from other online threats, such as viruses, they
possess the expertise to oversee a protective system for
copyrights.13 '
Furthermore, private sector regulation makes any problems
associated with an implementation of a backbone technology
system irrelevant. While potential problems with backbone
technology arise as violations of the First and Fourth
Amendments, the same constitutional violations do not arise with
private sector regulation. 3 2 For example, the Fourth Amendment
prohibits the government from conducting unreasonable search
and seizure; the law does not put the same restraints on private
entities.' Allowing the private sector to regulate copyright
provides copyright holders with increased flexibility to protect
their work before resorting to lawsuits.
V. CONCLUSION
Since the inclusion of the Copyright Clause in the Constitution,
technology has drastically changed, increasing the ways and the
128. Id.
129. Id.
130. Id.
131. Id.
132. See id. at 162.
133. See U.S. CONsT. amend. IV (2013). Per the Fourth Amendment, "The
right of the people to be secure in their persons, houses, papers, and effects,
against unreasonable searches and seizures, shall not be violated, and no
Warrants shall issue, but upon probable cause, supported by Oath or affirmation,
and particularly describing the place to be searched, and the persons or things to
be seized." Id.
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ease with which copyright infringement happens, causing
copyright holders to contemplate several actions to protect their
work. One of the measures several copyright holders have taken is
the use of permissive joinder in cases where there are multiple
defendants identified only through their IP addresses. The courts
are split on whether the requirements of permissive joinder are met
through the defendants' violation of the same law in the same way.
Since the purpose of permissive joinder was to promote trial
convenience and conserve judicial resources, the only acceptable
interpretation of the permissive joinder requirement in Bittorrent
cases is a narrow interpretation. The narrow interpretation is more
aligned with the purpose behind the development of joinder, and
helps avoid several issues caused by the allowance of permissive
joinder.
While a narrow interpretation of the joinder requirements does
align with the purpose of permissive joinder, copyright holders
still suffer the various consequences of copyright infringement. A
possible solution to avoid the severe damage and consequences of
copyright infringement is to allow the private sector to regulate
copyright. Private sector regulation of online copyright has
several advantages such as possessing the required knowledge,
technology and ability, the previous acquirement of experience in
creating an online protective system to protect against online
threats, and the irrelevance of violations that may arise with
government regulation of online copyright. With the private sector
having the power to regulate copyright online, it could decrease
the possibility of copyright infringement.
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